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Identification of the resource 
(tool/app/game/platform/cont
ent/etc.): Stop Bullying 

Purpose Provides resources for kids, parents and teachers on the 
identification and stopping of cyberbullying 

Date of the last 
release/version: 26 March 2020 (updated almost daily) 

Copyright and availability All the contents are freely accessible  

Target group Mostly for parents and teachers but includes resources for 
the kids themselves  

Developer/Promotor/Leading 
organisation US government 

Resource description 

This is a website in English and Spanish that includes 
information on the following topics: 

• Bullying (what is bullying, effects of bullying, 
warning signs for bullying, roles kids play, bullying 
in special risk groups, etc.) 

• Cyberbullying (what is cyberbullying, cyberbullying 
tactics, prevention of cyberbullying, digital 
awareness, tips for teachers, social media and 
gaming, etc.) 

• Prevention (prevention in schools, engagement of 
parents, policies and rules, etc.) 

• Resources (facts, media guidelines, laws and 
policies, what teens can do, etc.) 

• Blog (articles about cyberbullying, prevention, risk 
factors, warning signs, specific groups, etc.) 

The website is mostly textual with images so it is quite 
easy to use, particularly relevant for users (like parents) 
that are digitally challenged. It is quite extensive in 
coverage covering all the aspects of bullying and 
cyberbullying. 
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Evaluation N.A. 

Technical details Any browser supports this resource 

Relevant areas which were 
addressed 

(mark all that apply) 

 Cybersecurity (identity 
theft/phishing/cyberstalking/online scams) 

 Fake news/misinformation/disinformation/mal 
information/deep fake 

 Cyberbullying 

 Radicalism/Extremism 

 Other(s): ______________ 

Link https://www.stopbullying.gov/ 
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Identification of the resource 
(tool/app/game/platform/con
tent/etc.): Childnet International 

Purpose 
Provides resources for kids, parents, carers and teachers on 
the identification and stopping of cyberbullying and general 
Internet safe practices 

Date of the last 
release/version: 24 March 2020 (updated frequently) 

Copyright and availability All the contents are freely accessible  

Target group Mostly for kids, parents and teachers but includes resources 
for the general public 

Developer/Promotor/Leading 
organisation 

Childnet International (UK) supported by the UK 
Government (under the UK Safer Internet Centre) and the 
European Union 

Resource description 

This is a website in English (automatically translated by 
google to other languages. From the website: “Childnet’s 
mission is to work in partnership with others around the 
world to help make the internet a great and safe place for 
children. 

We work directly with children and young people from the 
ages of 3 to 18 on a weekly basis, as well as parents, carers, 
teachers and professionals, finding out about their real 
experiences online, and the positive things they are doing 
as well as sharing safety advice. 

Working directly with these audiences is important in 
helping us to equip them to stay safe online and informs the 
resources that we develop for them. The conversations that 
we have with them also helps to inform how we develop 
and respond to policy issues and the messages that we take 
to government and the internet industry about the real 
experiences of children and young people and what needs 
to be done to make them safer. 
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At the heart of all our work is the belief that when used 
properly the internet is a wonderfully positive tool for 
children and young people. We strive to take a balanced 
approach, making sure that we promote the positive 
opportunities, as well as responding to the risks and 
equipping children and young people to deal with them.” 

The website includes information on the following topics: 

• Young people (primary and secondary schools, includes 
competitions, etc.) 

• Teachers and professionals (toolkits, posters, specific 
websites, blogs and the possibility of reporting 
situations, etc.).  

• Parents and carers (information, toolkits, blog, specific 
websites, etc.) 

• Press releases 
• Projects and activities 
• Other resources (Information, videos, activities, 

competitions, etc.) 

The website is quite complete but can be difficult to use due 
to the amount of information that is available and the 
number of links to external websites. 

Evaluation N.A. 

Technical details Any browser supports this resource 

Relevant areas which were 
addressed 

(mark all that apply) 

 Cybersecurity (identity 
theft/phishing/cyberstalking/online scams) 

 Fake news/misinformation/disinformation/mal 
information/deep fake 

 Cyberbullying 

 Radicalism/Extremism 

 Other(s): ______________ 

Link https://www.childnet.com/ 
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Identification of the 
resource 
(tool/app/game/platform
/content/etc.): 

Bot Sentinel 

Purpose Identifies Twitter accounts that produce and deliver fake news 

Date of the last 
release/version: Updated daily 

Copyright and availability Openly accessible  

Target group People to whom it was focused…  

Developer/Promotor/Lea
ding organisation Bot Sentinel (not possible to identify who is behind the organization) 

Resource description 

This is a website that analyses Tweets through machine learning tools 
to detect troll accounts and fake news. 

From the website: “Bot Sentinel is a free platform developed to detect 
and track trollbots and untrustworthy Twitter accounts. Bot Sentinel 
uses machine learning and artificial intelligence to classify suspicious 
Twitter accounts, and then we store those accounts in a database to 
track each account daily. We use the data we collect to understand 
how these accounts affect public discourse and how we can minimize 
their negative influence. Our team developed our machine learning 
model using 2500 ordinary Twitter accounts tweeting about politics, 
current news, and other various topics. We also used 2500 trollbot 
accounts we identified by examining the text of their tweets. In total, 
we used a combined 5,000,000 tweets from ordinary and trollbot 
accounts to build our model.” 

The website provides graphs and lists of the Twitter accounts 
considered as trollbots or untrustworthy. It also provides information 
on the rending topics on Twitter. It then reports the most frequent 
words and topics addressed by those accounts.  
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The information is presented in visual ways, easy to understand. The 
graph showing the connections between twitter accounts is very 
relevant to understand connections.  

Evaluation N.A. 

Technical details Supported by any browser 

Relevant areas which 
were addressed 

(mark all that apply) 

 Cybersecurity (identity theft/phishing/cyberstalking/online scams) 

 Fake news/misinformation/disinformation/mal information/deep 
fake 

 Cyberbullying 

 Radicalism/Extremism 

 Other(s): ______________ 

Link https://botsentinel.com/ 
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Identification of the resource 
(tool/app/game/platform/content/etc.): Get Bad News 

Purpose Game that shows how to create resources that 
spread fake news and disinformation 

Date of the last release/version: 2018 

Copyright and availability 

This game was developed as a publicly accessible 
media literacy tool. The game may be used free 
of charge in educational settings in a non-
commercial manner, but is not to be used for 
either research or commercial purposes without 
the explicit permission of DROG. 

Bad News by DROG is licensed under a Creative 
Commons Attribution-NonCommercial-ShareAlike 
4.0 International License. 

Target group 
General public with a special version for kids. 
There is information for educators to use it in 
educational setups.  

Developer/Promotor/Leading 
organisation 

Cambridge Social Decision-Making Lab at 
Cambridge University 

Resource description 

Online game that asks the user to take decisions 
on order to create tools for disseminating 
misinformation. From the website: “In Bad News, 
you take on the role of fake news-monger. Drop 
all pretense of ethics and choose a path that 
builds your persona as an unscrupulous media 
magnate. But keep an eye on your ‘followers’ and 
‘credibility’ meters. Your task is to get as many 
followers as you can while slowly building up fake 
credibility as a news site. But watch out: you lose 
if you tell obvious lies or disappoint your 
supporters!” 
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The games is available in English, Czech, Dutch, 
German, Greek, Esperanto, Polish, Romanian, 
Serbian, Slovenian and Swedish. There is a Bad 
News Junior version intended for children age 8-
11. 

Evaluation 

There is no public information about evaluation 
but the game was developed also for research 
purposes. It includes a questionnaire intended for 
future scientific publications on media literacy.  

Technical details Supported by any browser. 

Relevant areas which were addressed 

(mark all that apply) 

 Cybersecurity (identity 
theft/phishing/cyberstalking/online scams) 

 Fake 
news/misinformation/disinformation/mal 
information/deep fake 

 Cyberbullying 

 Radicalism/Extremism 

 Other(s): ______________ 

Link https://www.getbadnews.com/ 
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Identification of the resource 
(tool/app/game/platform/content/etc.): 

Gophish 

 

Purpose 
Tool that allows to conduct phishing simulation 
and assess the status of protection of an 
organization 

Date of the last release/version: 2019 

Copyright and availability 

The platform is distributed under the MIT license: 
“Permission is granted, free of charge, to any 
person obtaining a copy of this software 
("Gophish Community Edition") and associated 
documentation files (the "Software"), to deal in 
the Software without restriction, including 
without limitation the rights to use, copy, modify, 
merge, publish, distribute, sublicense, and/or sell 
copies of the Software, and to permit persons to 
whom the Software is furnished to do so, subject 
to the following conditions.” 

Target group Professional and educational environments.  

Developer/Promotor/Leading 
organisation Jordan Wright 

Resource description 

From the website: “Gophish is a powerful, easy-
to-use, open-source phishing toolkit meant to 
help pentesters and businesses conduct real-
world phishing simulations. The idea behind 
gophish is simple – make industry-grade phishing 
training available to everyone. “Available” in this 
case means two things – 

• Affordable – Gophish is open-source 
software that is completely free for 
anyone to use. 

• Accessible – Gophish is written in the Go 
programming language. This has the 
benefit that gophish releases are 
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compiled binaries with no dependencies. 
In a nutshell, this makes installation as 
simple as "download and run"! 

Basically, this allows the user to create e-mail 
campaigns (with phishing messages), send them 
to the internal organization e-mails and see if 
someone replies which would constitute a 
security risk. 

The tool is quite complex and requires a strong 
technical background to be deployed. 

Evaluation N.A.  

Technical details 
Runs in Linux and Windows requires installation 
which is considerably more difficult than just 
installing a regular program. 

Relevant areas which were addressed 

(mark all that apply) 

 Cybersecurity (identity 
theft/phishing/cyberstalking/online scams) 

 Fake 
news/misinformation/disinformation/mal 
information/deep fake 

 Cyberbullying 

 Radicalism/Extremism 

 Other(s): ______________ 

Link https://getgophish.com/ 
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Identification of the resource 
(tool/app/game/platform/content/etc.): Cybersecurity Lab 

Purpose Game that allows the player to take the role of 
the company responsible for cybersecurity. 

Date of the last release/version: 2020 

Copyright and availability The game can be used freely but the license is not 
available. 

Target group Teachers and students 

Developer/Promotor/Leading 
organisation Nova Labs / PBS 

Resource description 

From the website:  

“The Cybersecurity Lab is a game designed to 
teach people how to keep their digital lives safe, 
spot cyber scams, learn the basics of coding, and 
defend against cyber-attacks. Players assume the 
role of the chief technology officer of a start-up 
social network company that is the target of 
increasingly sophisticated cyber-attacks. In the 
game, players must complete challenges to 
strengthen their cyber defenses and thwart their 
attackers. The Lab also features stories of real-
world cyber-attacks, a glossary of cyber terms, 
and short animated videos that explain the need 
for cybersecurity, privacy versus security, 
cryptography (cyber codes), and what exactly 
hackers are. 

There are four major gameplay components of 
the Lab: 

• Coding Challenge: An introduction to very 
basic coding skills. Players program a 
robot to navigate a maze, using drag-
and-drop commands.  
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• Password-Cracking Challenge: A series of 
“password duels” teach players the basics 
of how attackers might try to crack their 
passwords and how they can make 
better, more secure passwords. 

• Social Engineering Challenge: Players are 
presented with two apparently similar 
emails or websites. They must first 
identify the differences between them 
and then decide which one is a scam 
attempting to steal their information or 
money. This challenge also includes a 
number of audio recordings and 
transcripts of phone calls; players have to 
decide if they should trust the caller or 
not.  

• Network Attacks: As their companies 
grow, players must buy defenses to 
defend themselves against a series of 
cyber attacks. The better that players do 
in the three challenges, the more 
resources they’ll have to buy defenses. 

The game is quite interesting and challenging but 
some of the parts of the game require specific 
software that must be installed.  

Lesson plans are available to help the teachers to 
use the game in their classroom. 

Evaluation N.A.  

Technical details Runs in a browser but some added components 
are required. 

Relevant areas which were addressed 

(mark all that apply) 

 Cybersecurity (identity 
theft/phishing/cyberstalking/online scams) 

 Fake 
news/misinformation/disinformation/mal 
information/deep fake 

 Cyberbullying 



  

This project has been funded with support from the European 
Commission. This publication reflects the views only of the author, and 
the Commission cannot be held responsible for any use which may be 
made of the information contained therein. 

 Radicalism/Extremism 

 Other(s): ______________ 

Link https://www.pbs.org/wgbh/nova/labs/lab/cyber/ 
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